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Exercise 1: Basics
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Before we start...

eInstall VM image
o checkout using git clone https://qit.cse.kau.se/courses/dvad40/vt19
crequires VM to guest connectivity enabled and guest to internet in virtualbox
-takes 30+ minutes to install, Vagrant can be tricky depending on platform
o alternatively, download prebuilt VM and import to Virtualbox
https://drive.google.com/file/d/1sJDHt-i69U1JCDdobjQXq73SehPpBUvh
o switch user to p4 (pwd: p4), has home directory: /lhome/p4
*We’'ll be using several software tools pre-installed on the VM
-Bmv2: a P4 software switch, p4c: the reference P4 compiler
> Mininet: a lightweight network emulation environment
m hitps://github.com/mininet/mininet/wiki/Introduction-to-Mininet
eEach directory contains a few scripts
°$ make :compiles P4 program, execute on Bmv2 in Mininet, populate tables
o* py: send and receive test packets in Mininet
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https://git.cse.kau.se/courses/dvad40/vt19
https://drive.google.com/file/d/1sJDHt-i69U1JCDdobjQXq73SehPpBUvh

This exercise - the P4 basics

P4 main concepts
o programmable parsing
> match/actions
o control logic of the switch pipeline

*Where to find the code:
ogoto the directory /home/p4/vt19/P4lab/exercises/

o First exercise is in the folder basic
o skeleton implementation: basic.p4
o check also git

https://git.cse.kau.se/courses/dvad40/vtl9/tree/master/P4dla
b/exercises/basic
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V1Model Architecture

* Implemented on top of Bmv2’s simple switch target

Parser Checksum Verification / Checksum Update / Deparser
Ingress Match-Action Egress Match-Action
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V1Model Standard Metadata

bit<9>
bit<9>
bit<9>
bit<32>
bit<32>
bit<1>
bit<16>
bit<32>
bit<32>
bit<19>
bit<32>
bit<19>
bit<48>
bit<32>
bit<16>
bit<1>
bit<16>
bit<1>

struct standard metadata t {

ingress_port;
egress_spec;
egress_port;
clone spec;
instance type;
drop;

recirculate port;
packet length;
enq_timestamp;
enq_qdepth;
deq_timedelta;
deq_qdepth;
ingress global timestamp;
1f field list;
mcast_grp;
resubmit_flag;
egress_rid;
checksum_error;
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ingress_port - the port on which
the packet arrived

egress_spec - the port to which
the packet should be sent to
egress_port - the port that the
packet will be sent out of (read

only in egress pipeline)



P4, Program Template (V1Model)

#include <core.p4>| /* EGRESS PROCESSING */
#include <vimodel.p4>] control MyEgress(inout headers hdr,
/* HEADERS */ inout metadata meta,
struct metadata { ... } inout standard_metadata_t std_meta) {
struct headers {
ethernet_t ethernet; }
ipva_t ipv4; /* CHECKSUM UPDATE */
} control MyComputeChecksum(inout headers hdr,
/* PARSER */ inout metadata meta) {
parser MyParser(packet_in packet, e
out headers hdr, }
inout metadata meta, /* DEPARSER */
inout standard_metadata_t smeta) { control MyDeparser(inout headers hdr,
e inout metadata meta) {
s
/* CHECKSUM VERIFICATION */ }
control MyVerifyChecksum(in headers hdr, /* SWITCH */
inout metadata meta) { V1Switch(
cee MyParser(),
} MyVerifyChecksum(),
/* INGRESS PROCESSING */ MyIngress(),
control MyIngress(inout headers hdr, MyEgress(),
inout metadata meta, MyComputeChecksum(),
inout standard_metadata_t std_meta) { MyDeparser()
- ) main;
)i
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P4, Hello World (VIModel)

#include <core.p4d>
#include <vlmodel.p4>
struct metadata {}
struct headers {}

parser MyParser(packet_in packet,
out headers hdr,
inout metadata meta,
inout standard metadata_t standard metadata) {

control MyEgress(inout headers hdr,
inout metadata meta,
inout standard metadata_t standard metadata) {
apply { }

}

control MyComputeChecksum(inout headers hdr, inout metadata
meta) {

apply { }
state start { transition accept; } }
}
control MyDeparser(packet_out packet, in headers hdr) {
control MyVerifyChecksum(inout headers hdr, inout metadata apply { }
meta) { apply { } } }
control MyIngress(inout headers hdr, V1Switch(
inout metadata meta, MyParser(),
inout standard metadata_t standard metadata) { MyVerifyChecksum(),
apply { MyIngress(),
if (standard_metadata.ingress_port == 1) { MyEgress(),
standard_metadata.egress_spec = 2; MyComputeChecksum(),
} else if (standard_metadata.ingress_port == 2) { MyDeparser()
standard_metadata.egress_spec = 1; ) main;
}
}
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P4, Hello World (VIModel)

#include <core.p4d>

#include <vlmodel.p4> control MyEgress(inout headers hdr,
struct metadata {} inout metadata meta,
struct headers {} inout standard metadata_t standard metadata) {
apply { }
parser MyParser(packet_in packet, out headers hdr, }
inout metadata meta,
inout standard_metadata_t standard_metadata) { control MyVerifyChecksum(inout headers hdr, inout metadata
state start { transition accept; } meta) { apply { } }
}
control MyComputeChecksum(inout headers hdr, inout metadata
control MyIngress(inout headers hdr, inout metadata meta, meta) { apply { } }
inout standard metadata_t standard metadata) {
action set_egress_spec(bit<9> port) { control MyDeparser(packet_out packet, in headers hdr) {
standard_metadata.egress_spec = port; apply { }
} }
table forward {
key = { standard_metadata.ingress_port: exact; } V1iSwitch( MyParser(), MyVerifyChecksum(), MyIngress(),
actions = { MyEgress(), MyComputeChecksum(), MyDeparser() ) main;
set_egress_spec;
NoAction; Key Action ID Action Data
}
siizel Sh1024;; ) 1 set_egress_spec ID 2
default_action = NoAction();
1

épply { forward.apply(); } 2 set_egress_spec ID 1

m Copyright © 2018 — P4.org 9



P4.. Types (Basic and Header Types)

typedef bit<48> macAddr_t;

typedef bit<32> ip4Addr_t;

header ethernet_t {
macAddr_t dstAddr;
macAddr_t srcAddr;

bit<16>
}

etherType;

header ipv4_t {

bit<4>
bit<4>
bit<8>
bit<16>
bit<16>
bit<3>
bit<13>
bit<8>
bit<8>
bit<16>

version;

ihl;

diffserv;
totallLen;
identification;
flags;
fragOffset;
ttl;

protocol;
hdrChecksum;

ip4Addr_t srcAddr;
ip4Addr_t dstAddr;

Basic Types

 bit<n>: Unsigned integer (bitstring) of size n
* bit is the same as bit<1>

 int<n>: Signed integer of size n (>=2)
 varbit<n>: Variable-length bitstring

Header Types: Ordered collection of members
« Can contain bit<n>, int<n>, and varbit<n>

» Byte-aligned

« Can be valid or invalid

* Provides several operations to test and set validity bit:
isValid(), setValid(), and setinvalid()

Typedef: Alternative name for a type
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P4, Types (Other Types)

/* Architecture */

struct standard metadata t { Other userI types
bit<9> ingress_port; .
bit<9> egress_spec; « Struct: Unordered collection of members (with no
bit<9> egress_port;
bit<32> clone_spec; alignment restrictions)
bit<32> instance_type;
bit<1> drop; - Header Stack: array of headers
bit<16> recirculate_port;
bit<32> packet_length; « Header Union: one of several headers
}

/* User program */
struct metadata {

}

struct headers {
ethernet_t ethernet;
ipv4_t ipv4;

}
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P4,. Parsers

into headers and metadata, written in a
state machine style

e Every parser has three predefined states
o start
o accept
° reject

e Other states may be defined by the
programmer

* In each state, execute zero or more J ‘
statements, and then transition to
another state (loops are OK)
12
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* Parsers are functions that map packets @




Parsers (V1Model)

/* From core.p4 */

extern packet_in {
void extract<T>(out T hdr);
void extract<T>(out T variableSizeHeader,

in bit<32> variableFieldSizeInBits); packet_in

T lookahead<T>();
void advance(in bit<32> sizeInBits);
bit<32> length();

MyParser

}
/* User Program */
parser MyParser(packet_in packet, The platform Initializes
out headers hdr, User Metadata to 0
inout metadata meta,
inout standard metadata_t std _meta) {
state start { standard_meta
packet.extract(hdr.ethernet);
transition accept;
}
}
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Select Statement

state start {
transition parse_ethernet;

}

state parse_ethernet {
packet.extract(hdr.ethernet);
transition select(hdr.ethernet.etherType) {
Ox800: parse_ipv4;
default: accept;
}
}

P4,, has a select statement that can be
used to branch in a parser

Similar to case statements in C or Java,
but without “fall-through behavior’—i.e.,
break statements are not needed

In parsers it is often necessary to branch
based on some of the bits just parsed

For example, etherType determines the
format of the rest of the packet

Match patterns can either be literals or
simple computations such as masks
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Running Example: Basic Forwarding

*We'll use a simple application as a running example—a basic
router—to illustrate the main features of P4,

eBasic router functionality:
- Parse Ethernet and IPv4 headers from packet
> Find destination in IPv4 routing table
- Update source / destination MAC addresses
- Decrement time-to-live (TTL) field
- Set the egress port
> Deparse headers back into a packet

*There is some starter code for you (basic.p4) including a static
control plane
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Basic Forwarding: Topolo

- \32» 5 e/-h2
(10.0.1.1) 1 (10.0.2.2)

s1 3 3 s2

s3
L

h3
(10.0.3.3)
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Coding Homework

« Complete the basic.p4

o The Ethernet and IPv4 headers have already been defined and added into the

headers struct, but the parser block is empty so you must fill this in.

m Begin by defining the states we want to use.
m Parsers must always start in the start state.

o Then define a state for the ethernet header as well as a state for the |IPv4
header.

m Packets will always begin with the Ethernet header so transition to the
parse_ethernet state from the start state.

m In this state, first extract the ethernet header and then branch based on the
etherType field using the select statement that we saw earlier.

m If the etherType field is equal to the IPV4_TYPE defined above, then transition to the
parse_ipv4 state, otherwise the packet does not contain an IPv4 header so we are
done

m Inthe parse [Pv4 state, simply extract the IPv4 header and then you are done.
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P4,. Controls

e Similar to C functions (without loops)

o Can declare variables, create tables, instantiate externs, etc.
* Functionality specified by code in apply statement

 Represent all kinds of processing that are expressible as DAG:

o Match-Action Pipelines
o Deparsers
o Additional forms of packet processing (updating checksums)

 Interfaces with other blocks are governed by user- and
architecture-specified types (typically headers and metadata)
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Example: Reflector (ViModel)

control MyIngress(inout headers hdr, Desired Behavior:

inout metadata meta,
inout standard metadata t std meta) {

/* Declarations region */ « Swap source and
bit<48> tmp; destination MAC
apply { addresses

/* Control Flow */
tmp = hdr.ethernet.dstAddr;

hdr.ethernet.dstAddr = hdr.ethernet.srcAddr; * Bounce the paCket back

hdr.ethernet.srcAddr = tmp; out on the physical port
std_meta.egress_spec = std_meta.ingress_port; that it came into the
J switch on
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Example: Simple Actions

control MyIngress(inout headers hdr,  Very similar to C functions
inout metadata meta,  Can be declared inside a control or
inout standard metadata_t std meta) { globally

 Parameters have type and direction

action swap mac(inout bit<48> src . . . L.
p_mac( : e Variables can be instantiated inside

inout bit<48> dst) {

bit<48> tmp = src;  Many standard arithmetic and
src = dst; logical operations are supported
dst = tmp; o 4 - *

} o~ &, |, A >>, <<

o == I= > >= < <=

apply { > No division/modulo

swap_mac (hdr.ethernet.srcAddr,  Non-standard operations:
hdr.ethernet.dstAddr); o Bit-slicing: [m:l] (works as I-value too)

std_meta.egress_spec = std_meta.ingress_port; ° Bit Concatenation: ++

}

}
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P4,. Tables

 The fundamental unit of a Match-Action Pipeline
o Specifies what data to match on and match kind

o Specifies a list of possible actions

o Optionally specifies a number of table properties
m Size
m Default action
m Static entries
m efc.

e Each table contains one or more entries (rules)

e An entry contains:
o A specific key to match on
o A single action that is executed when a packet matches the entry
o Action data (possibly empty)

m Copyright © 2018 — P4.org
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Tables: Match-Action Processing

Control Plane

4>

Headers and Metadata

Lookup Ke

|euonoaliq

sJaloweled
(eueldereq)

m Action Data

dl uonoy

J0]O9|9S
SSIN/AH
Parameters

Headers and Headers and
Default Default :

Metadata Action ID Action Data Action Metadata

(Input) SHO Execution (Output)
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Example: IPv4_LPM Table

e Data Plane (P4) Program

o Defines the format of the table
10.0.1.1 10.0.1.2 m Key Fields

P1 m Actions
lEl! IE']l m Action Data
D — > Performs the lookup

00:00:00:00:01:01 o Executes the chosen action
e Control Plane (IP stack,

BT T " Routing protocols)
o Populates table entries with

10.0.1.1/32 ipv4_forward  dstAddr=00:00:00:00:01:01
specific information

port=1
10.0.1.2/32 drop m Based on the configuration
x NoAction m Based on automatic discovery
m Based on protocol calculations

23
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IPv4_LPM Table

table ipv4 1pm {

key = {
hdr.ipv4.dstAddr: 1lpm;

}

actions = {
ipv4_forward;
drop;
NoAction;

}

size = 1024;

default _action = NoAction();

Copyright © 2018 — P4.org
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Match Kinds

/* core.p4 */  The type match_kind is special in P4
match_kind {
exact,  The standard library (core.p4) defines
ternary, three standard match kinds
1pm o Exact match
} o Ternary match
o LPM match
/* vlimodel.pd4 */
match_kind { * The architecture (vimodel. p4) defines
range, two additional match kinds:
selector ° range
} > selector
/* Some other architecture */ e Other architectures may define (and
match_kind { provide implementation for) additional
regexp, match kinds
fuzzy
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Defining Actions for L3 forwarding

/* core.p4 */ « Actions can have two different 15 o
action NoAction() { types of parameters S S 3
} o Directional (from the Data Plane) 3 e %

> Directionless (from the Control 23D
/* basic.p4 */ Plane)

action drop() { e Actions that are called directly:
mark_to_drop(); > Only use directional parameters
} - « Actions used in tables:

o Typically use directionless
parameters

* 1 %
/ t.>a51? P4 %/ > May sometimes use directional
action ipv4 forward(macAddr_t dstAddr, parameters too

bit<9> port) {

Action
Execution
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Applying Tables in Controls

control MyIngress(inout headers hdr,
inout metadata meta,
inout standard metadata t standard metadata) {
table ipv4_1pm {

}

apply {
ipv4 lpm.apply();
}
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P4,. Deparsing

/* From core.p4 */
extern packet out {
void emit<T>(in T hdr);

}

/* User Program */
control DeparserImpl(packet out packet
in headers hdr) {

apply {

packet.emit(hdr.ethernet);

e Assembles the headers back
into a well-formed packet

* Expressed as a control function
> No need for another construct!

J

e packet_out extern is defined in
core.p4: emit(hdr): serializes
header if it is valid

e Advantages:
e Makes deparsing explicit...
...but decouples from parsing
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Coding Homework - 1

* Finish the ingress control logic and the deparser.

> Note that the implementation of the compute checksum block has already been
provided for us in the starter code.

« Examine the starter code for the ingress control block.

> We see that it applies one table called ipv4 Ipm, which is defined here
> This is the same routing table that we have been discussing throughout this
tutorial.

* The ipv4_Ipm table can invoke three actions: ipv4 forward, drop,

and NoAction

> NoAction is defined in core.p4
> The drop action has already been implemented here in the starter code

 All you need to do is complete the implementation of the
ipv4_forward action
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Coding Homework - 2

* ipv4_forward action must perform 4 operations:

o [t must set the egress port of the packet to the port number provided by the data

plane.
m We do this by setting the standard _metadata.egress_spec field

o [t must update the packet’s source MAC address with the MAC address of the

switch, or in other words, the packet’s current destination MAC address
= how?

o [t must update the packet’s destination MAC address with the address of the

next hop, so the address provided by the control plane
s how?

o And it must decrement the TTL field

m how?

m Copyright © 2018 — P4.org
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Coding Homework - 3

» Testing infrastructure for this exercise
° implements a static control plane that simply adds a couple of entries to the
ipv4_Ipm table on each switch.
o Let’s take a quick look the table entries that will be added for switch s1 — s1-
commands.txt
° To compile the P4 program, build the simple triangle topology in Mininet, and

add the table entries all we have to do is run the run.sh script.
o to run traffic, type the command pingall

m Copyright © 2018 — P4.org
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Wrapping up & Next Steps
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Why P4,?

e Clearly defined semantics

> You can describe what your data plane program is doing
e Expressive

o Supports a wide range of architectures through standard methodology
e High-level, Target-independent

o Uses conventional constructs

o Compiler manages the resources and deals with the hardware
e Type-safe

o Enforces good software design practices and eliminates “stupid” bugs
o Agility

o High-speed networking devices become as flexible as any software
 Insight

> Freely mixing packet headers and intermediate results
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Things we covered

e The P4 "world view”
> Protocol-Independent Packet Processing

o Language/Architecture Separation
o |f you can interface with it, it can be used

o Key data types
e Constructs for packet parsing
o State machine-style programming

e Constructs for packet processing
o Actions, tables and controls

e Packet deparsing
e Architectures & Programs
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Things we didn’t cover

e Mechanisms for modularity
o |nstantiating and invoking parsers or controls

e Details of variable-length field processing
o Parsing and deparsing of options and TLVs

e Architecture definition constructs
o How these “templated” definitions are created

o Advanced features
o How to do learning, multicast, cloning, resubmitting
o Header unions
o external functions
o registers, meters, markers
e Other architectures

e Control plane interface
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m The P4 Language Consortium

®=® mps x

« Consortium of academic < C @ Secure | https://p4.org Q% O® 0
and IndUStry members mLanguage Consortium BLOG EVENTS SPECIFICATIONS CODE COMMUNITY]

« Open source, evolving,
domain-specific language

 Permissive Apache license,
code on GitHub today

. . Protocol Independent ting {
* Membership is free: e e
- . P4 programs specify how a switch processes packets: ] : rop; route; }
contributions are welcome o
Target Independent : 01
P4 is suitable for describing everything from high- performance forwarding ASICs routing.apply();
. |ndependent, set up as a to software switches. }

California nonprofit Field Reconfigurable

P4 allows network engineers to change the way their switches process packets
after they are deployed.
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